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IBM Training Provider
Cybersecurity Engineering Bootcamp Guide

12-Week Intensive Program


📌 Program Overview
This 12-week full-time intensive bootcamp delivers comprehensive training in Cybersecurity Engineering. It integrates AI-powered cybersecurity tools, real-world simulation labs, and globally recognized industry certifications. The delivery model is hybrid—blending instructor-led virtual sessions, hands-on physical lab access, and continuous mentoring.
Participants gain both technical and professional skills, including resume building, portfolio development, soft skills, and career readiness coaching using AI tools like Notion AI, Trello AI, Grammarly, and ChatGPT.
🎯 Target Audience
- Recent graduates and final-year students in IT, Computer Science, Engineering, or related fields
- Must be available full-time (Mon–Fri, 8 hours/day)
- Laptop, stable internet connection, and smartphone required
- Entry based on aptitude test and practical interview
🕘 Daily Schedule
	Time
	Activity

	9:00 – 11:00 AM
	Instructor-led Cybersecurity Lectures & Demos

	11:00 – 3:00 PM
	Supervised Lab Work & Project Exercises

	3:00 – 5:00 PM
	Career Coaching, Certification Prep, or Mentoring


🎓 Certifications Covered
IBM Certified Administrator - Cloud Pak for Security V1.10
IBM Certified Administrator - Security Guardium v11.x
IBM Certified Administrator - Security QRadar SIEM V7.5
IBM Certified Analyst - Security QRadar SIEM V7.5
IBM Certified Associate - Security QRadar SIEM V7.5
IBM Certified Deployment Professional - Security QRadar SIEM V7.5
IBM Certified Deployment Professional - Security Verify Access V10.0
IBM Certified Administrator - Security Verify SaaS v1
IBM Cloud Security Engineer v1 Specialty
Certified in Cybersecurity (CC)
SY0-701: CompTIA Security+
SC-900: Microsoft Security, Compliance, and Identity Fundamentals
CS0-003: CompTIA Cybersecurity Analyst (CySA+)
200-201: Cisco CBROPS
PT0-002: CompTIA PenTest+
312-50: Certified Ethical Hacker v12
CAS-004: CompTIA Advanced Security Practitioner (CASP+)
CISSP: Certified Information Systems Security Professional
CISM: Certified Information Security Manager
CISA: Certified Information Systems Auditor
CRISC: Certified in Risk and Information Systems Control
AZ-500: Microsoft Azure Security Technologies
📘 Full Weekly Curriculum
Week 1: Cybersecurity Fundamentals, Networking, and AI
Concepts: CIA triad, Cyber Kill Chain, MITRE ATT&CK, OSI model, subnets, AI for security
Tools: Cisco Packet Tracer, Wireshark, Notion AI, Grammarly
Lab: Secure network config + anomaly detection using OpenAI tools
Mini Project: Secure network + AI anomaly detection dashboard
Cert Prep: CompTIA Network+
Week 2: Cyber Threats and AI-Based Risk Analysis
Concepts: Malware, phishing, ransomware, IBM Watson, vulnerability lifecycle
Tools: Qualys, OpenAI GPT, Trello AI
Lab: Vulnerability scans + AI analysis
Mini Project: Cyberattack simulation + AI response plan
Cert Prep: CompTIA Security+
Week 3: SIEM & AI-Driven Security Tools
Concepts: QRadar, Splunk, Fortinet Security Fabric
Tools: IBM QRadar, Fortinet AI
Lab: Event analysis using QRadar + Fortinet automation
Mini Project: Build AI threat detection dashboard
Cert Prep: IBM QRadar SIEM Certification
Week 4: Ethical Hacking & Pen Testing with AI
Concepts: Kali Linux, Metasploit, Cyborg AI
Tools: Kali Linux, Metasploit, OpenAI
Lab: Pen testing + AI-based report generation
Mini Project: Full vulnerability audit & AI-enhanced report
Cert Prep: EC-Council CEH
Week 5: Cloud Security & AI Monitoring
Concepts: Cloud workload security, AWS GuardDuty, GCP SCC
Tools: AWS, GCP AI Security Tools
Lab: Deploy AI monitoring in cloud environments
Mini Project: Secure cloud architecture + AI alerts
Cert Prep: AWS Security Specialty
Week 6: AI-Driven Threat Detection & SOAR
Concepts: IBM Watson, CrowdStrike, SOAR platforms
Tools: IBM Watson, Splunk SOAR
Lab: Simulate incident response + threat hunting
Mini Project: Build automated AI incident response playbook
Cert Prep: GIAC GCIH
Week 7: AI Firewalls & Endpoint Security
Concepts: Cisco Firepower, Fortinet, Palo Alto firewalls
Tools: Palo Alto, Fortinet, CrowdStrike
Lab: AI-based firewall config + endpoint policy testing
Mini Project: Zero-trust security framework with AI
Cert Prep: Palo Alto PCNSA, Fortinet NSE 4
Week 8: Governance, Risk & Compliance with AI
Concepts: ISO 27001, NIST, IBM Watson for compliance
Tools: IBM Watson, Notion AI
Lab: Run AI-powered compliance audits
Mini Project: Design compliance framework for multi-cloud org
Cert Prep: CISSP
Week 9–10: Capstone Sprint 1 – Planning & Architecture
Concepts: AI-Powered SOC, Cloud Security Suite
Mini Project: GitHub repo, diagrams, datasets, timelines
Week 11–12: Capstone Sprint 2 – Build & Test
Concepts: Implementation, testing, mock interviews
Mini Project: Final presentation decks, video demos, documentation

Cybersecurity Engineering Bootcamp Guide
(24 Weeks)

Flexible Schedule for Busy Professionals & Students


📌 Program Overview
This 24-week part-time bootcamp in cybersecurity is designed for professionals and students seeking career advancement through hands-on training, flexible scheduling, and globally recognized certifications. Participants choose either the morning (7:00 AM – 11:00 AM) or evening (5:00 PM – 9:00 PM) track.
🎯 Target Audience
- Professionals and students interested in upskilling
- Choose morning or evening 4-hour session
- Laptop, internet access, and entry assessment required
🕘 Daily Schedule Options
	Time Slot
	Activity

	7:00 – 9:00 AM
	Instructor-led Lectures

	9:00 – 11:00 AM
	Hands-on Labs and Projects

	5:00 – 7:00 PM
	Instructor-led Lectures

	7:00 – 9:00 PM
	Hands-on Labs and Projects


📘 Full 24-Week Curriculum
Weeks 1–2: Cybersecurity Module 1
Concepts: Core concepts for cybersecurity module 1
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 1
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 3–4: Cybersecurity Module 2
Concepts: Core concepts for cybersecurity module 2
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 2
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 5–6: Cybersecurity Module 3
Concepts: Core concepts for cybersecurity module 3
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 3
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 7–8: Cybersecurity Module 4
Concepts: Core concepts for cybersecurity module 4
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 4
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 9–10: Cybersecurity Module 5
Concepts: Core concepts for cybersecurity module 5
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 5
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 11–12: Cybersecurity Module 6
Concepts: Core concepts for cybersecurity module 6
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 6
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 13–14: Cybersecurity Module 7
Concepts: Core concepts for cybersecurity module 7
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 7
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 15–16: Cybersecurity Module 8
Concepts: Core concepts for cybersecurity module 8
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 8
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 17–18: Cybersecurity Module 9
Concepts: Core concepts for cybersecurity module 9
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 9
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 19–20: Cybersecurity Module 10
Concepts: Core concepts for cybersecurity module 10
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 10
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 21–22: Cybersecurity Module 11
Concepts: Core concepts for cybersecurity module 11
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 11
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
Weeks 23–24: Cybersecurity Module 12
Concepts: Core concepts for cybersecurity module 12
Tools: Industry tools aligned to cybersecurity practices
Lab: Applied hands-on lab for module 12
Mini Project: Real-world challenge related to cybersecurity
Mindvalley: Personal growth session for this module
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